H??ng d?n cai ??t Fail2Ban b?0 v? SSH trén CentOS 6

admin Sun, Apr 14,2019 Cai Dit Co Ban & Huéng Dan 0 1721

Fail2Ban

Fail2Ban la m?t ?ng d?ng ch?y n?n theo d&i log file ?? phat hi?n nh?ng ??a ch?
IP ??ng nh?p sai password SSH nhi?u I?n. Sau ?0, Fail2Ban s? d?ng iptable
firewall rules ?? block ngay ??a ch? IP v?i m?t kho?ng th?i gian ??nh tr?7?c.

Cai ??t Fail2Ban

Chung ta s? cai ??t Fail2Ban thong qua Repo EPEL

# yuminstall epel-release# yuminstall fail 2ban

C?u hinh Fail2Ban

# nano /etc/fail 2ban/jail. conf

Sau khi cai ??t xong, b?n m? file c?u hinh c?a Fail2Ban [én s? th?y m?t s? thdng
s? nh? sau:

[ DEFAULT] # "ignorei p" can be an | P address, a Cl DR mask or
a DNS host. Fail 2ban will not# ban a host which matches a
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n address in this list. Several addresses can be# defi ned
usi ng space separator.ignoreip = 127.0.0.1# "bantine" is t
he nunmber of seconds that a host is banned. bantinme = 600#
A host is banned if it has generated "maxretry" during the

| ast "findtime"# seconds.findtine = 600# "maxretry" is th
e nunber of failures before a host get banned. maxretry = 3

Trong 76

ignoreip: khéng block nh?ng ??a ch? nay

bantime: kho?ng th?i gian (giay) block IP

findtime: kho?ng th?i gian (giay) m?t IP ph?i login thanh céng
maxretry: s? I?n login false t?i ?a

C?u hinh m?c ??nh c?a Fail2Ban kha la ?n r?i, chang ta khdng c?n thi?t ph?i c?p
nh?t ma ??n b??c ti?p theo.

C?u hinh Fail2Ban b?o0 v? SSH

T?0 file c?u hinh

# nano /etc/fail2ban/jail.local

Va s? d?ng n?i dung sau:



File: /fetc/failZban/jail Modified

Trong ?6

e enabled: kich ho?t b?0 v?, n?u mu?n t?t b?n hdy chuy?n thanh false
e filter: gi? m?c ??nh ?? s? d?ng file c?u hinh /etc/fail2ban/filter.d/sshd.conf
* action: fail2ban s? ban ??a ch? IP n?u match
filter /etc/fail2ban/action.d/iptables.conf. N?u b?n ?a thay ?7?i port ssh, s?a
?07?n port=ssh b?ng port m?i, vi d? port=2222
* |logpath: ???ng d?n file log fail2ban s? d?ng ?? theo dbi
e maxretry: s? I?n login false t?i ?a

Kh?i ??ng Service Fail2Ban

# chkconfig --level 23 fail2ban on# service fail 2ban start

Cu?i cung check I?i iptables xem ?a c6 rule c?a Fail2Ban ch?a:

# iptables -L



Theo doi SSH login

B?n co6 th? s? d?ng I?nh sau ?? bi?t ???c VPS/Server ?a t?ng b? t?n cong SSH
ch?a:



# cat /var/log/secure | grep 'Failed password” | sort | un
iq -c

K?t qu? th??ng s? la nh? bén d??i, ?a t?ng co r?t nhi?u ??t t?n cong:

?? xem IP ?& b? banned b?i Fail2Ban b?n s? d?ng I?nh:

# fail 2ban-client status ssh-iptables

Output tr? v? s? c6 d?ng nh? th? nay:

Status for the jail: ssh-iptables|- Filter| |- Currently f
ailed: 1] |- Total failed: 6| - File list: /var/log/secur
e - Actions|- Currently banned: 1|- Total banned: 1 - Bann
ed IP list: 116.*** *** _147(ip b? banned)



?? x0a IP kh?i danh sach banned, b?n s? d?ng I1?nh sau

# fail 2ban-client set ssh-iptables unbanip 116.*** *** 147
(ip nmu?n xbéa kh?i danh sach banned)

Hi v?ng v?i Fail2Ban, chidng ta s? ng?n ch?n ???c cac cu?c t?n céng s? b? vao
SSH, h?n g?p I?i cac b?n trong cac bai ti?p theo, chlc cac b?n thanh cong.
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