Tomcat trén Linux: Cai ??t SSL
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?? cai ??t SSL cho Tomcat trén Linux b?n th?c hi?n nh? sau:

Nh?p SSL ???c c?p vao keystore:

1.

ok

Gi?i nén t?p tin ?inh kem ma b?n nh?n ???c qua email ho?c t?i trén
website va upload Ién server (g?m 2 t?p tin tenmien.crt

va tenmien.ca-bundle), I?u trong th? m?c /usr/local/ssl/keystore (th? m?c
?at?o ra trong luc t?0 CSR)

. ??ng nh?p vao server v?i quy?n root qua ssh. Sau ?06 di chuy?n ??n th?

m?c Java/bin
Ch?y I?nh:

keytool -import -trustcacerts -alias EVIntermediate -keystore
/usr/local/ssl/keystore/server.jks -file
/usr/local/ssl/keystore/tenmien.ca-bundle

Nh?p vao m?t kh?u la “changeit” khi ???c h?i.
Ch?y I?nh:
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keytool -import -trustcacerts -alias tomcat -keystore
/usr/local/ssl/keystore/server.jks -file
/usr/local/ssl/keystore/tenmien.crt

6. Nh?p vao m?t kh?u la “changeit” khi ???c h?i.
7. Ch?ng th? s? ?& ???c cai ??t thanh cdng vao Keystore. B?n co th? ch?y
I?nh sau ?? ki?m tra thong tin keystore:

keytool -list -keystore /usr/local/ssl/keystore/server.jks -v

C?u hinh SSL cho Tomcat

1. Chuy?n ??n th? m?c Tomcat. Tim t?p tin server.xml ma Tomcat ?ang s?
d?ng va m? ra ?? ch?nh s?a.
2. C?p nh?t1?i ???ng d?n trong ?0?n sau ?ay:

clientAuth="false" ssIProtocol="TLSv1" keyAlias="tomcat"
keystoreFile="/usr/local/ssl/keystore/server.jks"
keystorePass="your_keystore password" />

w

L?u y s?a port 8443 thanh port 443

N?u b?n mu?n h? tr? TLS 1.1 va TLS 1.2 (n?u server c?a b?n la Tomcat

>=7), b?n co th? thay ??i ph?n sslProtocols phia trén thanh:

sslProtocols="TLSv1,TLSv1.1,TLSv1.2"

5. M? port 443 trén Firewall (N?u b?n dung software firewall nh? iptables
ch?ng h?n thi co6 th? tim th?y file config t?i: /etc/sysconfig/iptables)

6. Kh?i ??ng |I?i Tomcat.

o

M?0: Dung PFX
C?u hinh dung PFX trong Tomcat
T?i phién b?n PFX trén may ch? c?a chung téi ho?c t? chuy?n ??i sang PFX
C?p nh?t tham s? sau ? t?p tin server.xml

<Connector port="443" maxHttpHeaderSize="8192" maxThreads="150"



minSpareThreads="25" maxSpareThreads="75" enableLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="https"
secure="true" SSLEnabled="true" clientAuth="false" ssIProtocol="TLS"
keystoreFile="conf/mydomain.pfx"
keystorePass="your_ keystore password" keystoreType="PKCS12"/>
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