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Ch?ng ch? s? SSL xac nh?n danh tinh c?a tén mi?n ?a ??ng ky va méa hoa t?t c?
thdng tin gi?a may ch? c?a no6 va khach truy c?p. “Comodo” Ia m?t trong nh?ng
C? quan Ch?ng nh?n (CA) n?i ti?ng - nha phat hanh ch?ng ch? s? SSL - va ?ang
tin c?y nh?t, c6 th? ph?n I?n nh?t va cung c?p ?a d?ng cac s?n ph?m SSL. Tr??c
khi b?n c6 th? ch?n SSL cho minh, xin tham kh?0 qua nh?ng lo?i SSL nh? sau:

T?i sao co cac lo?i SSL khac nhau? B?i vi cac trang web khac nhau s? c6 nhu
c?u khac nhau. Trong th? tr??ng ngay nay, cac doanh nghi?p thu?c m?i quy moé
?ang phat tri?n nhanh chong, vi v?y ?i?u ¢?n thi?t la cac Ch?ng ch? s? SSL ¢?n
khac nhau va ?a d?ng v? tinh n?ng, gia c? va kh? n?ng s? d?ng c?a chung. T2t
c? cac ch?ng ch? s? SSL c?a Comodo ??u cung c?p méa hoda 256 bit v?i thu?t
toan b?m SHA2 m?i nh?t, nh?ng ching khac nhau v? cac yéu c?u nh? ?a nai.
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Phan lo?i ch?ng ch? s? SSL d?a trén C?p xac th?c ch?ng ch?

Xac th?c tén mi?n (DV - Domain Validation): Th?t d? dang ?? c6 ???c ch?ng
ch? SSL xac th?c mi?n, b?n ch? c?n xac minh quy?n s? h?u mi?n théng qua
email d?a trén b?n ghi WHOIS. Trong m?t s? tr??ng h?p, CA (T? ch?c phat hanh
ch?ng ch?) c6 th? th?c hi?n ki?m tra gian I?n b? sung ?? ng?n vi?c c?p ch?ng
ch? cho mi?n cé th? t??ng t? nh? mi?n co gia tr? cao (vi

d?: MicrosOft.com, g00gle.com, yah00.com). V?i Xac th?c tén mi?n, b?n c6 th?
nh?n ???c Ch?ng ch? b?0 m?t HTTPS (SSL) trong vong vai phut ma khéng ¢?n
b?t k? tai li?u ??ng ky cdng ty nao. Va do quy trinh xac th?c tén mi?n t? ??ng, no
co th? ???c th?c hi?n v?i chi phi th?p. ?6 la 1?a ch?n ly t??ng cho cac trang web
co kich th??c v?a va nh?.

Xac th?c T? ch?c (OV - Organization Validation): Ch?ng ch? s? SSL Xac th?c
danh cho T? ch?c cung c?p s? ??m b?0 nh?n d?ng t?c thi va ma héa m?nh. Vi?c
xac nh?n c?a OV SSL khéng d? dang nh? DV vi nha phat hanh - CA - xac nh?n
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tén, tén mi?n va thong tin khac c?a céng ty. CA c?ng c6 th? yéu c?u cac ph??ng
phap xac nh?n b? sung ?? ??m b?0 r?ng thdng tin do b?n cung c?p la chinh xac
va h?p phap. Ch?ng ch? hi?n th? tén mi?n va tén coéng ty, cung c?p s? tin c?y
g?p ?06i cho khach truy c?p.

Xac th?c M? r?ng (EV - Extended Validation): EV SSL la ch?ng ch? b?0 ??m
cao nh?t hi?n c6 va ch? ???c phat hanh sau m?t quy trinh xac th?c nghiém ng?t.
CA ??t trang web c?a ng??i ??ng ky théng qua cac quy trinh ?anh gia nghiém
ng?t va ki?m tra tai li?u t? m? ?? xac nh?n tinh xac th?c va quy?n s? h?u c?a no.
CA ch? phat hanh Ch?ng ch? EV SSL n?u ng??i n?p ??n ?ap ?ng Tiéu chu?n
Xac th?c M? r?ng (m?t b? cac nguyén t?c ???c quy ??nh cho CA). Lo?i SSL ??c
bi?t nay ???c s? d?ng r?ng rai ?? t?ng c??ng va duy tri s? t? tin c?a khach hang
trong th??ng m?i ?i?n t? b?ng cach cung c?p xac nh?n hinh ?nh cho ng??i dung
c6 m?c b?0 m?t cao nh?t. Ch?ng ch? EV ???c s? d?ng r?ng réi trong cac c?a
hang tr?c tuy?n, cac trang web th??ng m?i ?i?n t? ho?c b?i cac hgan hang mu?n
xay d?ng m?t mai tr??ng ?ang tin c?y.

Ch?ng ch? s? - SSL d?a trén cac lo?i va tinh n?ng c?a chung:
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Ch?ng ch? s? - SSL cho m?t tén mi?n: c?p phat cho m?t tén mi?n duy nh?t
nh? yourdomain.com ho?c mail.yourdomain.com nh?ng khéng ph?i c¢? hai. No
cung c?p xac th?c va ma hoa cho m?t mi?n duy nh?t. N6 phu h?p r?ng rai cho
doanh nghi?p v?a va nh?.

Ch?ng ch? s? - SSL nhi?u mi?n (MDC - Multi-domain certificates): SSL ?a
mi?n (cho nhi?u tén mi?n cung c?p cho b?n tuy ch?n ?? b?0 v? nhi?u tén mi?n
b?ng m?t ch?ng ch?. N6 cé th? b?0
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m?t mydomain.com, secure.mydomain.net, myotherdomain.com,
mail.mydomain.com. B?n c06 th? b?0 m?t t?i ?a r?t nhi?u tén mi?n ?? ?i?u ki?n
trén m?t ch?ng ch?. SSL MDC (SSL multi-domain) ly t??ng cho cac t? ch?c
mu?n b?0 m?t nhi?u mi?n ???c 1?u tr? trén m?t may ch? duy nh?t. NO gitp b?n
ti?t ki?m th?i gian c?ng nh? ti?n b?c v?i m?c méa hda cao nh?t.

N?u b?n mu?n thay ??i tén mi?n c?a minh thi sao? ??ng lo I?ng, b?n c6 th?
thém, ch?nh s?a ho?c x6éa Tén mi?n (SAN) b?t k? Iic nao trong vong ??i ch?ng
ch?.

Ch?ng ch? Truy?n théng H?p nh?t (UCC - Unified Communications
Certificate): Ch?ng ch? Comodo UCC SSL ?7?7?c thi?t k? ?? b?0 ??m trong moi
tr??ng Microsoft® Exchange va Office Communications. Lo?i ch?ng ch? nay cho
phép b?n ??m b?0 cho m?t s? tén mi?n khac nhau. Ch?ng ch? SSL truy?n thong
h?p nh?t c?ng bao g?m d?ch v? Microsoft Exchange Autodiscover.

Ch?ng ch? s? - SSL Wildcard: Ch?ng ch? SSL Wildcard c6 th? b?o v? tén
chung c?a m?t trang web va t?t c? cac tén mi?n con, vi

d?: www.yourdomain.com, blog.yourdomain.com, mail.yourdomain.com v.v. N6
ho?t ??ng gi?ng nh? m?t Ch?ng ch? SSL théng th??ng khéng yéu c?u b?n x? ly
thém b?t k? th? t?c (xac th?c) nao.

Ch?ng ch? SSL Wildcard Multi Domain: M?t gi?i phap ly t??ng ?? b?o v?
nhi?u tén mi?n va tén mi?n con v?i m?t ch?ng ch? duy nh?t. B?n cé th? nh?n
??7?c ¢? hai tinh n?ng c?a SSL nhi?u tén mi?n va Ch?ng ch? SSL Wildcard trong
m?t Ch?ng ch? SSL duy nh?t va c6 th? b?0 m?t nhi?u tén mi?n chinh cung v?i
cac tén mi?n con ma khéng b? gi?i h?n. Ngoai ra, b?n c6 th? ti?t ki?m nhi?u ti?n
h?n va m? r?ng ch?c n?ng ch?ng ch? b?ng cach s? d?ng k?t h?p Ch?ng ch?
Wildcard & SAN.

Lo?i gi?y ch?ng nh?n SSL khac

Ch?ng ch? ky ma (Code Signing): Ch?ng ch? ky ma cho phép cac nha phat
tri?n ph?n m?m ky ?i?n t? vao ph?n m?m ho?c ?ng d?ng c?a h?. Ch?ng ch? ky
ma xac nh?n tac gi? / nha cung ¢?p ph?n m?m va ??m b?o r?ng méa khéng b?
thay ??i ho?c b? h?ng vi né ?a ???c ky. Code Signing ch?ng t? ph?n m?m ?a ky
la h?p phap va b?0 v? ph?n m?m kh?i b? gi? m?o.
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Ph? cha: Ch?ng ch? s? - Ch?ng ch? SSL - Ch?ng ch? s? SSL - Ch?ng ch? b?0
m?t SSL/TLS c6 th? hi?u la cung m?t tén g?i.

Online URL: https://huongdan.maxserver.com/article-72.html


https://huongdan.maxserver.com/article-72.html
http://www.tcpdf.org

