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Install SSL
Certificate on

NGiNX

?? cai ??t ch?ng th? s? SSL cho nginx, b?n th?c hi?n nh? sau:

L?u y: Chung tdi khéng I?u tr? Private key c?a b?n, n?u b?n t?0 CSR tr?c
tuy?n, hay ki?m tra email b?n nh?p Ilc t?o.

1. Gi?i nén t?p tin ?inh kem trong email ching t6i g?i cho ban sau khi ch?ng
th? s? ??7?c c?p, s? nh?n ???c t?p tin tenmien.crt va tenmien.ca-bundle

MPo: Truy c?p trang qu?n Iy, ch?n T?i SSL -> phi én b?n Ngi nx ??
nh?n t?p tin phua h?p v?i Nginx

2. T?i t?p tin nay Ién may ch?: |?u vao trong th? m?c [?u private key c?a b?n
(vi du: /usr/local/ssl/certificate)

3. ??ng nh?p vao SSH b?ng tai kho?n root va chi chuy?n ??n th? m?c v?a t?i
cert I1én.

4. Luc nay trong th? m?c /usr/local/ssl/certificate s? c6 3t?p
tin: private.key, tenmien.crt, tenmien.ca-bundle
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Chuy?n ??i thanh t?p tin dung cho Nginx, dung I?nh: cat
tenmien.crt tenmien.ca-bundle > tenmien-ca.crt (b? qua b?? nay n?u b?n t?i
phién b?n danh cho Nginx t? website

5. M? file c?u hinh c?a nginx (th??ng la /etc/nginx/conf/default.conf ho?c
letc/nginx/conf/ssl.conf ho?c /etc/nginx/sites-enabled/domain.conf) va tim ?0?n
c?u hinh sau:

server {

listen 443;

ssl on;

ssl_certificate /usr/local/ssl/certificate/certificate.crt;
ssl_certificate_key /usr/local/ssl/certificate/private.key;
server_name your.domain.com;

access_log /var/log/nginx/nginx.vhost.access.log;
error_log /var/log/nginx/nginx.vhost.error.log;

location / {

root /home/www/public_html/your.domain.com/public/;
index index.html;

}
}

6. Kh?i ??ng 1?i nginx
Ki?m tra tr??c khi kh?i ??ng 1?i Nginx: nginx -t
N?u thanh cong, kh?i ??ng I?i Nginx: service nginx restart

7. M? port 443 trén Firewall (N?u b?n dung software firewall nh? iptables ch?ng
h?n thi c6 th? tim th?y file config t?i: /etc/sysconfig/iptables)
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