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Google ?a coi vi?c s? d?ng SSL/TLS cho website nh? m?t y?u t? x?p h?ng
website. Va ch?c r?ng vi?c s? d?ng HTTPS:// ch? ?em 1?i I?i ich cho website c?a
b?n, tuy nhién cau h?i ??t ra la lam sao ?? vi?c chuy?n t? HTTP:// sang HTTPS://
khéng ?nh h??ng ??n k?t qu? SEO c?a b?n? Xin hdy tham kh?o cac b??c d??i
?ay t? chinh GOOGLE



https://huongdan.maxserver.com/category-9.html

S? d?ng ch?ng ch? b?0 m?t (SSL) m?nh m?

Hay lién h? ngay b? ph?n t? v?n c?a chang t6i qua khung H? tr? tr?c tuy?n ??
??7?c¢ t? v?n lo?i SSL chinh xac va ti?t ki?m nh?t cho website c?a b?n

S? d?ng 301 redirects

Hay chuy?n h??ng ng??i dung va cac c? may tim ki?m ??n website c?a b?n sang
HTTPS v?i 301 HTTP redirects. Xin I?u y la khéng dung 302 redirect.

Ki?m tra ch?c ch?n r?ng nh?ng trang HTTPS c?a b?n co6 th? ???c
truy c?p t?i va ???c 1?p ch? m?c b?i Google

e Khbéng khoa/ng?n ch?n truy c?p nh?ng trang HTTPS b?ng t?p robots.txt.

e Khbng dung th? noindex ? nh?ng trang HTTPS.

e S? d?ng Fetch as Google ?? ch?c r?ng Googlebot cé th? truy c?p website
c?a b?n.

H? tr? HSTS

S? d?ng hosting/server h? tr? HSTS (HTTP Strict Transport Security).
Chung t6i khuy?n cao h? tr? HSTS theo cach bén d??i:

Tri?n khai HTTPS tr??c khi b?t HSTS.

Thi?t I?p HSTS headers v?i max-age ng?n. Ki?m tra |??ng truy c?p.
T?ng d?n HSTS max-age.

N?u HSTS khéng ?nh h??ng tiéu c?c ??n ng??i dung, hay ??ng ky
website c?a b?n vao preload-list c?a trinh duy?t t?i ?ay

hownhE

Can nh?c s? d?ng HSTS preloading
N?u dung HSTS, b?n co th? thém tu? ch?n h? tr? HSTS preloading ?? c?i thi?n
t?c ?? ¢c?ng nh? b?0 m?t. ?? dung tinh n?ng nay, b?n hay truy

c?p hstspreload.org va lam theo h??ng d?n ?? ??ng ky.

Tranh nh?ng sai I?m ph? bi?n


https://www.google.com/webmasters/tools/googlebot-fetch
https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
https://hstspreload.org/
https://www.google.com/webhp#q=about+hsts+preloading
https://hstspreload.org/

Hay c? g?ng ki?m tra k? nh?ng sai I?m ph? bi?n bén d??i va cach kh?c ph?c

?7?7¢C ?7? xu?t:

Sai I?m
Expired certificates - Ch?ng ch? SSL
qua h?n

Cai ?ang SSL cho tén mi?n c?a b?n.

L?i Crawling

L?i Indexing

Cac phién b?n c?

Cac thanh ph?n b?0 m?t va khéng b?o
m?t I?n vao nhau ? website c?a b?n

N?i dung khac nhau gi?a HTTP va

HTTPS
HTTPS théng bao 1?i

Xem thém t? Google

Kh?c ph?c

Hay s? d?ng ch?ng ch? SSL co th?i h?n
cang lau cang t?t. Mua SSL

? MaxServer, ??n hang c?a b?n s? ??7?¢
theo ddi sat sao ?? ??m b?0 ??n hang
c?a b?n ???c k?p th?i gia h?n, cai ??t va
s? d?ng.

Vi d?, n?u ssl c?a b?n ch? ??ng ky

cho www.example.com, thi ng??i dung
khi truy c?p vao example.com (khdng co
ti?n t? "www." ) thi s? hi?n ch?ng ch?
khéng ?Ung. V?i kinh nghi?m trén 5 n?m
c?a chang t6i v? SSl va trén 10 n?m v?
server/hosting, tin ch?c r?ng s? gitp b?n
tranh ??7?c sai sét nay.

Nh? ?a ?? c?p ph?n trén, hay s?

d?ng robots.txt m?t cach th?t théng
minh.

Cho phép c¢? may tim ki?m I?p ch? m?c
nhi?u nh?t co th?. Tranh dung

th? noindex .

Céac giao th?c ¢? lubn tim ?n nguy c?;
hay ??m b?0 b?n c6 phién b?n TLS m?i
nh?t.

B?n nén ch?c r?ng website c?a b?n ch?
s? d?ng giao th?c HTTPS cho t?t c? cac
tai nguyén.

Hay lam cho n?i dung c?a chung la nh?
nhau

??m b?0 théng bao 1?i l1a chinh xac

HTTPS cau h?i th??ng g?p v? di chuy?n web t?i ?ay


https://maxserver.com/vn/chung-chi-so-ssl
http://www.example.com/
http://example.com/
https://support.google.com/webmasters/answer/7646114
https://support.google.com/webmasters/answer/7645831
https://support.google.com/webmasters/answer/6033049#https-faqs
https://support.google.com/webmasters/answer/6033049#https-faqs
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