H??ng d?n cai ??t SSL cho MDaemon
admin Sun, Apr 14,2019 Chitng Chi S6 SSL Certificates 0 1892

B??c 1: Copy 2 files cert ???c g?i cho b?n va t?i Ién server (g?m 2 files
certificate.crt va intermediate.cer), ??t trong th? m?c C:

B??c 2. Remote vao server va ti?n hanh cai ??t Intermediate CA:

- M? m?t MMC. Nh?n Start > Run... va gé vao mmc. Nh?n OK.

- T? menu c?a man hinh Microsoft Management Console (MMC), ch?n m~?c File
> Add/Remove Snap-in. Nh?n Add

- T? danh sach snap-ins, ch?n Certificates. Nh?n Add. Ch?n Computer account.
Nh?n Next. Ch?n Local computer. Nh?n Finish. Nh?n Close. Nh?n OK
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- Trong khung bén trai, nh?n ch?n m?c Intermediate Certification Authorities.
Nh?p chu?t ph?i vao Certificates, ch?n All Tasks > Import. Trong man hinh
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Certificate Import, nh?n Next. T?i ?ay ch?n ???ng d?n ??n file intermediate.cer
trén Desktop va nh?n Next. Ch?n m?c "Place all certificate in the following store:
Intermediate Certification Authorities”. Nh?n Next. Nh?n Finish.

‘i Consolel

File  Action View Favarites  Window  Help
&= BEE DR @ E

:m Console Root' Certificates (Local Computer ) Intermediate Cerl

|:| Console Rook | Issued To /
E'@ Zettificates (Local Computer) |:|555 3 QOpen Financial Exi
- Personal Eclobalsign koot CA
|:| Trusted Rook Certification Auk GTE CyberTrust Root

. L m— soft Windows Hardw
EID Intermediake Certification Autho indows Hardw

ariky
ati

_onken
BOency
efet Zf SGC Rook

|:| Unkrustedt Wisw
|:| Third-Party  Mew Window From Here

|:| Trusted Pe
-] Other Peap  Mew Taskpad Yiew, .. te Premium Server C

e Server Ch
DAaTa&Corp G0

n Class 1 CA Indivig
Help n Class 2 CA - Indi

Seerisign, corn/CPS In
4| 4]

|.C'.|:||:| a certificake to a skore

- SPC Refresh

Expork Lisk. ..

B??c 3: Cai ??t ch?ng th? s? vao Mdaemon

T? man hinh may ch?, m? m?t command prompt, chuy?n vao th? m?c g?c ? ??a
C: va ch?y I?nh sau:

certreq -accept Ccertificate.crt

B??c 4: Kich ho?t SSL cho MDaemon



1. T? man hinh qu?n tr? MDaemon, ch?n Security > SSL/TLS/Certificates

2. Trong man hinh SSL & Certificates, ch?n tab Email
SSL ho?c MDaemon. Trong m?c SSL options nh?p ch?n:

* Enabl e SSL, STARTTLS, STLS supports <span class="hljs-key
wor d" >f or </ span> SMIP, | MAP, POP servers* Enabl e the dedica
ted SSL ports <span class="hljs-keyword">for</span> SMIP, |
MAP, POP servers* Send nessages <span class="hl|s-

keywor d" >usi ng</ span> STARTTLS whenever possible
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Emai SSL | wordClient SSL | Webdnmin SSL |

SSL ophons
¥ Enable SSL. STARTTLS, STLS support for SMTP, IMAP, POP servers
I Enabde the dedicated S5L ports for SMTP, IMAP, POP servers

v Send messages using STARTTLS whenever possible

Select cedificate
o Subject lssuer Expiration date
Edweexample.com  we.example.com 2/11/2008

Double chck on a certficate to view its properties Delete l
Create cedificate

Focmq] Host name [ex mail altn.com] | example. com

|

Organization / company name  |Example Corp
Akemative host names [separate mulbiple entnes with a commal

|
Encryption key length 1024 l!
Country / region United States US -

Create cerificate Restart servers

Cancel Apply

Trong m?c Select certificate, ch?n ch?ng th? s? ma b?n v?a cai ??t tr??c ?0.
Sau ?6 nh?n nut Apply ?? ¢?p nh?t ch?ng th? s? cho MDaemon.

Nh?n Restart servers ?? MDaemon reload I?i thdng s?.

3. Chuy?n sang tab WorldClient. Trong m?c SSL options nh?p ch?n:

Enabl e SSL



N?u b?n mu?n MDaemon ch? ch?p nh?n cac k?t n?i HTTPS vao WorldClient,
b?n nh?p ch?n m~?c:

Requi re SSL

Sau ?6 ch?n port phu h?p cho WorldClient (443).

Trong m?c Select certificate, ch?n ch?ng th? s? ma b?n v?a cai ??t tr??c ?6.
Sau ?0 nh?n nut Apply ?? c?p nh?t ch?ng th? s? cho MDaemon.

Nh?n Restart servers ?? MDaemon reload I?i thdng s?.
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Emai SSL  WorldClient SSL | \WebAdmin SSL |

SSL ophons
¥ Enable SSL [web server responds to HTTP and HTTPS connections)
I Require SSL [web server only responds to HT TPS connections)

Listen for SSL connections on this TCP port | 443

Select cedtificate

Subject I35uer Expiration date
Edweexamplecom  we.example.com 211172008

Double chck on a certficate to view its properties Delete I
Create cedtificate
:l*ip.a Host name [ex: we altn.com) | example.com

Organization / company name  |Example Corp

Akemative host names [separate mulbiple entnes with a commal

Encryption key length 1024 l!
Country / region United States US -

Create cerificate Restart web server

Cancel Apply

4. Chuy?n sang tab WebAdmin. Trong m?c SSL options nh?p ch?n:

Enabl e SSL

N?u b?n mu?n MDaemon ch? ch?p nh?n cac k?t n?i HTTPS vao WebAdmin, b?n
nh?p ch?n m?c:



Requi re SSL

Sau ?0 ch?n port phu h?p cho WebAdmin (8443). L?u y: B?n khéng th? ch?n
cung m?t port cho c¢? WorldClient 1?n WebAdmin.

Trong m?c Select certificate, ch?n ch?ng th? s? ma b?n v?a cai ??t tr??c ?0.
Sau ?6 nh?n nut Apply ?? ¢?p nh?t ch?ng th? s? cho MDaemon.

Nh?n Restart servers ?? MDaemon reload I?i thdng s?.
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Emai SSL | WorldClient SSL  WebAdmin SSL |

SSL ophions

¥ Enable SSL [web server responds to HTTP and HTTPS connections)
I Require SSL [web server only responds to HT TPS connections)
Listen for SSL connections on this TCP port | 443

Select cedificate

Subject I35uer Expiration date
Edweexamplecom  we.example.com 211172008

Double chck on a certficate to view its properties Delete I
Create cedificate

Fonrmd Host name [ex we altn com) | example.com

u
.

Organization / company name  |Example Corp
Akemative host names [separate mulbiple entnes with a commal

Encryption key length 1024 l!
Country / region United States US -

Create cerificate Restart web server

Cancel Apply

Sau khi cai ??t thanh cong, b?n co th? ki?m tra 1?i cert ?a ???c install ?4ng hay
ch?a b?ng cbng
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