Ch?ng ch? s? SSL la gi?
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SSL (Secure Sockets Layer) la cong ngh? b?o0 m?t tiéu chu?n cho vi?c thi?t
I?p m?t lién k?t ???c méa hda gi?a may ch? web va trinh duy?t. Lién k?t nay
??m b?0 r?ng t?t c? cac d? li?u ???c truy?n gi?a cac may ch? web va cac
trinh duy?t v?n con riéng t? va an toan. SSL la m?t chu?n céng nghi?p va
??7?c s? d?ng b?i hang tri?u trang web trong vi?c b?0 v? cac giao d?ch tr?c
tuy?n c?a h? v?i khach hang c?a h?.

1. SSL la gi?

SSL — Secure Sockets Layer — m?t ti€éu chu?n an ninh céng ngh? toan c?u t?o ra
m?t lién k?t ???c ma hda gi?a may ch? web va trinh duy?t. Lién k?t nay ??m b?0
t?t ¢? cac d? li?u trao ??i gi?a may ch? web va trinh duy?t ludn ???c b?0 m?t va
an toan.

Ch?ng th? s? SSL cai trén website c?a doanh nghi??p cho phép khach hang khi
truy c?p c6 th? xac minh ???c tinh xac th?c, tin c?y c?a website, ??m b?0 m?i d?
li?u, théng tin trao ??i gi?a website va khach hang ???c ma hoa, tranh nguy c?
b? can thi?p.

-y Guri yéu cau dén may chu

May chu Web glgl ch LPH%JChI bao mat
ndchﬂ*a théng tin ve trang Web, to chic

chibng nhan va mét khda céng khai
Trinh duyét xac minh |éy' chirn

nhan, no guri mot one-time session
i B vo1 khoa cﬁnng khai clia may chi

Méy chu giai ma one-time session
ng cach st dung khoa riéng cia no

MAY KHACH/ : .
TRINH DUYET MAY CHU/

WEBSITE

2. T?i sao nén s? d?ng SSL?
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B?n ??ng ky tén mi?n ?? s? d?ng cac d?ch v? website, email v.v... ? luo?n cé
nh?ng I? h?ng b?0 m?t ? nguy c? b? t?n céng ? SSL b?0 v? website va khach
hang c?a b?n.

e B?0 m?t d? li?u: d? li?u ???c ma hda va ch? ng??i nh?n ?ich th?c m?i cé
th? gi?i ma.

e Toan v?n d? li?u: d? li7u khéng b? thay ??i b?i tin t?c.

e Ch?ng ch?i b?: ??i t??ng th?c hi?n g?i d? li?u khéng th? ph? nh?n d? li?u
c?a minh.

3. L?iich khis? d?ng SSL?

e Xac th?c website, giao d?ch

e Nang cao hinh ?nh, th??ng hi?u va uy tin doanh nghi?p

e B?0 m?t cac giao d?ch gi?a khach hang va doanh nghi?p, cac d?ch v?
truy nh?p h? th?ng

e B?0 m?t webmail va cac ?ng d?ng nh? Outlook Web Access, Exchange,
va Office Communication Server;

e B?0 m?t cac ?ng d?ng ?0 hda nh? Citrix Delivery Platform ho?c cac ?ng
d?ng ?i?n toan ?am may;

e B?20 m?td?ch v? FTP;

e B?0 m?t truy c?p control panel;

e B?0 m?t cac d?ch v? truy?n d? li?u trong m?ng n?i b?, file sharing,
extranet;

e B?0 m?t VPN Access Servers, Citrix Access Gateway ...

Website khéng ??7?c¢ xac th?c va b?0 m?t s? luén ?n ch?a nguy c? b? xam nh?p
d? li?u, d?n ??n h?u qu? khach hang khéng tin t??ng s? d?ng d?ch v?.

4. CA la gi?

- Certificate Authority ( CA ): la t? ch?c phat hanh cac ch?ng th?c cac lo?i ch?ng
th? s? cho ng??i dung, doanh nghi?p, may ch? (server), ma ngu?n, ph?n m?m.
Nha cung c?p ch?ng th?c s? ?6ng vai tro la bén th? ba (???c ¢? hai bén tin
t??ng) ?? h? tr? cho qua trinh trao ??i théng tin an toan.

e Ch?ng th? tiéu chu?n toan c?u;
e T??ng thich v?i 99% cac trinh duy?t;



e Cung c?p b?i m?t trong nh?ng CA uy tin nh?t th? gi?i;
e ??nh h??ng doanh nghi?p v?i t?t ¢c? cac dong s?n ph?m SSL,;
e Ti?t ki?m cho doanh nghi?p v?i I?a ch?n Wildcard, SAN

5. DV-SSL:

Domain Validation (DV) : ch?ng th? s? SSL ch?ng th?c cho tén mi?n - Website .
Khi 1 Website s? d?ng DV SSL thi s? ???c xac th?c tén mi?n (domain) , website
?a ??7?c ma hoa an toan khi trao ??i d? li?u .

6. OV-SSL:

Organization Validation (OV) : ch?ng th? s? SSL ch?ng th?c cho Website va xac
th?c doanh nghi?p ?ang s? h?u website ?6 .

7. EV-SSL:
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Extended Validation (EV) : cho khach hang c?a b?n th?y Website ?ang s? d?ng
ch?ng th? SSL c6 ?? b?0 m?t cao nh?t va ??7?c ra soat phap ly k? cang v?i thanh
??i ch? sang mau xanh, hi?n th? ??y ?? théng tin c?a cong ty, cung c?p m?t c?p
?7? cao h?n tin t??ng vao website c?a b?n.

8. Wildcard SSL:

(Wildcard SSL Certificate) : s?n ph?m ly t??ng danh cho cac c?ng th??ng m?i
?i?n t?. Cac website d?ng nay th??ng c6 th? t?o ra cac trang e-store danh cho
cac ch? c?a hang tr?c tuy?n, m?i e-store la m?t sub domains va ???c chia s?
trén m?t ??a ch? IP duy nh?t. Khi ?6, ?? tri?n khai gi?i phap b?0 b?0 m?t giao
d?ch tr?c tuy?n (khi ??t hang, thanh toan, ??ng ky & ??ng nh?p tai kho?n,...)
b?ng SSL, chdng ta c6 th? dung duy nh?t m?t ch?ng ch? s? Wildcard cho tén
mi?n chinh c?a website va dung chung m?t ??a ch? IP duy nh?t ?? chia s? cho
t?t ¢? m?i sub domains .
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