C?u hinh Apache ?? Qualys SSL Labs x?p h?ng A
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L?u y: Cac tiéu chu?n ?anh gia c?a Qualys SSL Labs thay ??i theo th?i gian, do
?0 bai vi?t nay c?ng s? ???c c?p nh?t th??ng xuyén

?? Qualys SSL Labs x?p h?ng A, b?n ¢?n ph?i c?p nh?t c?u hinh c?a Apache
th?a man m?t s? tiéu chi nh?t ??nh. B?n c6 th? tham kh?o bai vi?t nay ?? th?c
hi?n c?p nh?t cho may ch? c?a minh.

1.Ch? h? tr? TLS 1.0, TLS 1.1 va TLS 1.2, v6 hi?u héa SSL 2.0 va SSL 3.0
B?n c?n ph?i nang c?p phién b?n OpenSSL Ién phién b?n m?i nh?t khéng b?
v??ng 1? h?ng b?0 m?tva h? tr? TLS 1.2 va TLS 1.2. Vi d?: cac phién b?n 0.9.x
va 1.0.0 tr? v? tr??c khdng h? tr? TLS 1.2.

Sau khi nang c?p OpenSSL, b?n c¢?n ph?i build I1?i ho?c nang c?p Apache Ién
phién b?n m?i nh?t. K? t? phién b?n 2.2.x tr? |én, Apache ?& h? tr? TLS 1.2.
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?? vO hi?u h6a SSL 2.0, SSL 3.0vach? h?tr? TLS 1.0, TLS 1.1 va TLS 1.2, b?n
c?n ch?nh 1?i tham s? sau:

SSLProtocol All -SSLv2 -SSLv3
2. Poodle and TLS-FALLBACK-SCSV

SSL 3.0 la nguyén nhan quan tr?ng nh?t gay ra I1? h?ng Poodle. B?ng cach vo
hi?u héa SSL 3.0, b?n ?a kh?c ph?c I? h?ng Poodle cho may ch?.

?? vo hi?u hda I? h?ng "protocol downgrade attack”, extension TLS FALLBACK
SCSV ph?i ???c kich ho?t trong OpenSSL. Cac phién b?n sau ?ay ?a bao g?m
extension nay:

e OpenSSL 1.0.1j ho?c cao h?n
e OpenSSL 1.0.00 ho?c cao h?n
e OpenSSL 0.9.8zc ho?c cao h?n

3. Heartbleed

L? h?ng Heartbleed la m?t I? h?ng kha nghiém tr?ng, cé th? ?nh h??ng ??n m?i
may ch? s? d?ng th? vi?n OpenSSL. ?? kh?c ph?c I?i nay, cach duy nh?t la b?n
ph?i ki?m tra phién b?n OpenSSL ?ang s? d?ng va nang c?p n?u n?m trong
danh s&ch sau ?ay:

e OpenSSL 1.0.1 ??n 1.0.1f b? ?nh h??ng
e OpenSSL 1.0.1g khdéng b? ?nh h??ng

e OpenSSL 1.0.0 khéng b? ?nh h??ng

e OpenSSL 0.9.8 khdong b? ?nh h??ng

4. Cipher suites

Ludn ludn ap d?ng cac cipher suites an toan nh?t va yéu c?u server 1?a ch?n ?u
tién theo th? t? ma b?n ?a thi?t I1?p.

SSLHonorCipherOrder on

SSLCipherSuite "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM
EECDH+ECDSA+SHA384 EECDH+ECDSA+SHA256
EECDH+aRSA+SHA384 EECDH+aRSA+SHA256 EECDH+aRSA+RC4



EECDH EDH+aRSA RC4 !'aNULL !eNULL 'LOW I3DES !MD5 IEXP !PSK
ISRP IDSS IRC4"

5. Strong DH (Diffie-Hellman)
B?n c?n nang c?p Apache Ién 2.4.8 va OpenSSL 1.0.2 ?? h? tr? tinh n?ng nay.
Ch?y I?nh:
openssl dhparam -out /usr/local/ssl/dhparams.pem 2048
B? sung dong sau ?ay vao file c?u hinh:

SSLOpenSSLConfCmd DHParameters "/usr/local/ssl/dhparams.pem”
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