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B?0 hi?m trong SSL la m?t khai ni?m ?? t?ng ni?m tin c?a cac khach hang giao
d?ch trén website c6 s? d?ng SSL, m?c b?0 hi?m cang cao thi ch?ng t? r?ng t?
ch?c yéu c?u c?p SSL ?0 ???c CA xac minh m?t cach c?n th?n va nghiém ng?t.

Cac khai ni?m v? b?0 hi?m co6 th? ???c hi?u nh? sau:

e Ng??i ph? trach ki?m tra va ban hanh SSL, b?ng s? b?t ¢?n ho?c c?u th?
trong qua trinh ban hanh SSL cho khach hang, d?n ??n vi?c c?p SSL
khéng ?Ung ??i t??ng, gay ra s? tin t??ng khong ?ang/nh?m 1?n cho khach
hang va h? giao d?ch d?a trén s? tin t??ng khdong ?ang ?6, gay thi?t h?i
cho khach hang khi th?c hi?n giao d?ch.

Vi d? v? s? nh?m I?n c?a CA: Khi ban hanh EV SSL cho paypal.com, n6 thu?c
s? h?u c?a Paypal.In, nh?ng CA |?i c?p cho Amazone.In ch?ng h?n

?i?7u nay r?t khé va hi?m khi x?y ra, ngay c? vi?c ban hanh DV SSL, CA ?a xac
minh ch? s? h?u tén mi?n ??i v?i ng??i yéu c?u la chinh xac vi h? ?a v??t qua
???c¢ b??c xac minh b?ng email (ho?c cac ph??ng th?c khac), ngay c? khi ?6
(ng??i ???c c?p SSL khi ?& hoan thanh xong vi?c xac minh), khach hang giao
d?ch trén website ?6 ¢?ng ph?i t? ch?u cach thi?t h?i n?u co trong tr??ng h?p
website ho?c t? ch?c ?6 |?a ??o.

Cac b??c xac minh c?a CA t? DV ??n EV ??u ch? ??m b?0 r?ng ng??i/t? ch?c s?
h?u tén mi?n ?6 cé t?n t?i va cd quy?n qu?n ly ??i v?i tén mi?n ?6.
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