H??ng d?n ??i Port m?c ??nh c?a Remote Desktop ??
h?n ch? scan/hack internal error has occurred
admin Sat, Oct 21, 2023 Cloud VPS, May Chu Riéng (Dedicated Servers) 0 3082

Remote desktop la m?t tinh n?ng trén cac h? ?i?u hanh Windows cho phép ng??i
dung co th? truy c?p va ?i?u khi?n may tinh c?a minh t? xa thbng qua internet
ho?c m?ng n?i b?. Port ho?t ??ng m?c ??nh c?a remote desktop la 3389 (port
nay ???c ?n ?i), va nh?m t?ng ?? b?o0 m?t ?? trdnh ng??i ngoai truy c?p, ta nén
thay ?7?i port m?c ??nh nay.

MaxServer s? h??ng d?n cac b?n cach thay ??i port m?c ??nh c?a remote
desktop trén Windows server 2012, cac b?n window khac c?ng lam t??ng t?

Cac b??c th?c hi?n nh? sau:

1. M? c?a s? Registry Editor b?ng cach b?m nut Start ? Run (ho?c dung t?
h?p phim Windows + R) ? go regedit.exe


https://huongdan.maxserver.com/category-3.html
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= Type the name of a program, folder, document, or Intemet
resourt

oo B@ Windows Server 2012R2

Open; [ regedivesd]

W This task will be created with administrative privileges

[ ok |[ cance | [ mowse
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2. ?? thay ?7?i port ho?t ??ng c?aremote desktop, ta truy c?p ???ng d?n sau
trén Registry Editor

HKEY_LOCAL_MACHINESystemCurrentControlSetControlTerminal
ServerWinStationsRDP-TcpPortNumber

Nh?p chu?t ph?i vao PortNumber, ch?n Modify...
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Mame Type Data

_?5'_0ﬂ MinEncryptionL... REG_DWORD (00000002 (2)
E_Pj MWLogonServer  REG_SZ

8| QutBufCount REG_DWORD (x0000000E (6)
.?5'_05 OutBufDelay REG_DWORD 000000084 (100)
_?5'_05 OutBufLength REG_DWORD 000000212 (530)
ab|Password REG_SZ

8| PdClass REG_DWORD (00000002 (2)
#a| PdClass1 REG_DWORD Ox0000000k (11)
ab|pdDLL REG_SZ tdtcp
ab|pdDLL1 REG_SZ tssecsnv

4 PdFlag REG_DWORD 0xD000004e (75)
i'!'_og PdFlag1 REG_DWORD Ox000D00D0 (0)
ab|pdName REG_SZ tcp
ab|pdhamel REG_SZ tssecsnv

DL DUAMIDD h, gd (33_89)
i'!'_of]SecurityLaye | LT —| 1(1)
5| SelectNetwo Modify Binary Data... 1(1)
4";'_05 SelectTransp Delete 2 (2}
s/ Shadow Rename 1(1)
| UserAuthent; _ Dot (1)
ab|Username REG_SZ

I;'_oﬂWd Flag REG_DWORD 0xD00D0036 (54)
ab|WdMame REG_SZ Microzoft ROP 8.0
ab| WdPrefix REG_5Z RDP
ab|\WFProfilePath ~ REG_SZ

ab|WorkDirectory ~ REG_SZ

Computen\HEKEY_LOCAL_MACHIMNE\SYSTEM\ CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp

3. T?i c?a s? Edit DWORD, ta ch?n Decimal ?? s? d?ng h? s? th?p phan, va
thay ??i port ho?t ??ng t?i 6 Value data, b?m OK. Nh? vi d?, port ???c ??i thanh

34567.(Nén ch?n t? ddy s? 30000 ??n 65000)




Value name:

PatMumber

Value data: Base
34567 () Hexadecimal
(® Decimal

0K

4. Thém port m?i vao t??ng I?a c?a windows: Cac b?n tim Firewall va vao
m?c Windows Firewall with Advanced Security
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T?i m?c Inbound Rules ch?n New Rule..., tich ch?n Port va b?m Next
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"4 Windows Firewall with Advanced Security
File  Action  View Help
> New Inbound Rule Wizard

Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

Pratocal and Ports
Ation O Program

Profile Rule that contrals conhections for a prograrm.

Name ® Port
Rule that contrals connections far a TCP ar UDP part.

O Predefined:

BranchCache - Content Retrieval (Uses HTTP)

Rule that contrals connections far a Windows experience.
O Custom

Custom nule.

o=

oDlstnbuted Transaction Coordinator (RP...  Distributed Transaction Coo..,
°Di5tnbuted Transaction Coordinator (TC.,  Distributed Transaction Coo..,
°Fi|e and Printer Sharing (Echo Request - ... File and Printer Sharing
aFiIe and Printer Sharing (Echo Request - ... File and Printer Sharing
0FI|E and Printer Sharing (LLMMR-UDP-In)  File and Printer Sharing

-
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M?c ??nh s? tich s?n TCP, ti?n hanh ?i?n port v?a m?i thém, nh? vi d? la 34567,
Next, Next, Next

Céac b?n lam t??ng t? cho ph?n UDP c?ng nh? th?

4 Windows Firewall with Advanced Security = || =] =
rt
Protocol and Poris |]
Specify the protocols and ports to which this rule applies o
b
Steps: U
Rule Type Does this rule apply to TCF or UDP? , 3
Protocol and Ports ® TCP N
Action O uDP R L
Profile v [
Name ) .
Does this rule apply to all local ports or specific local ports?
O Al local ports
® Specific local ports: |345671
Example: 80, 443, 5000-5010 F
o]
Er
C
Fi
.
1]
. Distributed Transaction Coordinator (TC...  Distributed Transaction Coo...  All
.File and Printer Sharing (Echo Request - ... File and Printer Sharing All
.File and Printer Sharing (Echo Request - ... File and Printer Sharing All
.Fileand Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing All
.File and Printer Sharing (MB-Datagram-In)  File and Printer Sharing All
.Fileand Printer Sharing (MB-Name-In) File and Printer Sharing All -
< m > £ m >

??t tén cho d? nh? va b?m Finish



& Windows Firewall with Advanced Security

Name

Specify the name and description of this rule.

Steps:
Rule Type
Protocal and Ports

Action

Profile Name:
|pnrt_34567|

Name:

Description (optional):

. Distributed Transaction Coordinator (TC...  Distributed Transaction Coo..  All

.File and Printer Sharing (Echo Request - |...  File and Printer Sharing All

.File and Printer Sharing (Echo Request - ... File and Printer Sharing All

.File and Printer Sharing (LLMMNR-UDP-In)  File and Printer Sharing All

.Fila and Printer Sharing (MB-Datagram-In)  File and Printer Sharing All

.File and Printer Sharing (MB-MName-In) File and Printer Sharing All
[<] [T [>][< [T [ [>]
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Sau ?0 Restart kh?i ??ng 1?i VPS

5. ?? truy c?p va ?i?u khi?n may tinh t? xa, ta truy c?p v?i ??ach? <??ach?
IP>:<port m?i>

B Remote Desktop Connection — ot

| Remote Desktop
»¢) Connection

Computer: 46.17.98.140:34567] e

User name:  Microsoft Accountadministrataor

You will be asked for credentials when you connect.

;'r Show Options Connect Help

V?y la cac b?n ?a ??i port m?c ??nh 3389 sang port m?i la 34567 thanh
cong!
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