H??ng d?n b?t Firewall va m? port cho Remote Desktop

trén Windows.

admin Sat, Oct 21, 2023 Cai bit Co Ban & Huéng Dan, Cloud VPS, M4y Chi Riéng
(Dedicated Servers) 0 8466

Bai viét s& hudng cdch bat Firewall trén window va khic phuc tinh ning Remote Desktop
khong thé hoat dong khi twong ltra dwgc md.

Dé dam bdo an toan cho may tinh ctia ban thi chitc ning twdng 1tva (File wall) can dugc
ma&

1. Cach b?t Firewall trén windows (M?c ??nh ?& b?t trén
Cloud/VPS t?1 MaxServer)

Budc 1: M6 chwong trinh quan 1y twong 1ta

— C4ch 1: Vao Start-> Run->Gd Firewall.cpl va nhan OK

— C4ch 2: M& cong cu tim ki€ém cta window (Nhén cita s6 + S) => Tim Firewall =>
Click vao két qua tim ki€m “Windows Firewall*


https://huongdan.maxserver.com/category-10.html
https://huongdan.maxserver.com/category-3.html
https://huongdan.maxserver.com/category-7.html
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# Windows Firewall
Control pane

Settings

W Check firewall status

¢ Allow an app through Windows Fire
wr Allow a 1p through Whindows Firesall
AppEs

W Windows Firewall with Advanced Securnity

firewall

Tim kiém twong lira

Buéc 2. Click chon “Turn Windows Firewall on or off”> & menu bén trai



Control Panel Home

Albow an app or feature
through Windows Firewall

E 'l_h.el'.gu nu!.l'l'.d_tlurl setinags

$ Tuwm Windows Firewall on or
off

B Reoore defaults
E Advanced settings

Troubleshoot my network

See also
Secundy and Maintenance

Kebwork and Sharing Center

4 @ » Contiol Panel » System and Security + Windows Firewall w W Search Control Panel

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access te your PC through the
Internet or a network.

Update your Firewsall settings

Windows Firewall 15 not wsing the recommended

Q Use recormmended settings
sethings to protect your computer. - -

What are the recommended settings?

l @ Private networks Connected

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: OFf

Incomming connectisns: Block all connections to apps that are not an the list
of allowed apps

Active private networks: ¥ O TMT R

Motification state: Motify me when Windows Firewall blocks a new app

l @ Guest or public networks Mot connected (>~

Click chon “Turn Windows Firewall on or off” & menu bén trai

Budc 3: Click chon Turn on windows Firewall cho cé Private netword settings va
Public network settings sau d6 nhain OK




i Customize Settings

“— v 4 @ o Systemand Security » Windows Firewall * Custormize Sellings

w [ Search Control Panel

Customize settings for each type of network

You can madify the firewall settings for each type of netwoark that youw wse,
Private netwark settings

e i@ Tum on Windows Firewall
cluding those in the list of allowed apps

A Mottty me when Windows Firewall blocks 2 new app

e (3 T off Windows Firewall {not recommended)

Pubshic
0 @) Tum on Windows Firewall
L | Block all inceming connections, including those in the list of allowed apps
kA Maotify me when Windows Firewall blocks 2 new app

@ (3 Tum off Windows Firewall {not recommended)

0K | Cancel

Twong Itra dd dwge bat xanh nhu hinh duéi




i Windows Firewall — o *
= - ‘ » Control Panel » Systern and Security »  Windaws Firewall w Search Contral Panel -l
Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access te your PC through the

Albow an app or feature Internet or a nebwark.
through Windows Firewall
$ Change notification settings l o Private networks Connected
$ Tum Windows Firewall on or
off Metworks at home or work where you know and trust the people and devices on the network
Restare defaults
9 e EEa Windipws Firewall state: On
E Advanced settings . . .
InComing connections: Block all connections to apps that are not an the list
Troubleshoot my network of allowed apps
Actree private netwarks: ¥ TMT R
Motification state: Motify me when Windows Firewall blocks a new app
l 0 Guest or public networks Mot connected |~

See also
Secunty and Maintenance

Kebwork and Sharing Center

Twong liva da dwo'c bat thanh cong

2. Cach m? port Remote desktop windows (Remote ?a ???c
m? s?n trén t?t ¢? Cloud/VPS t?i MaxServer. B?n co6 th? thay
port 3389 b?ng b?t k? port nao b?n mu?n m?)

Viéc m& twong lira s€ ngin chin chuong trinh Remote desktop (Diéu khién mdy tinh tir
xa) hoat dong. D€ gitip n6 c6 thé hoat dong ta cAn md port 3389

Budce 1. M@ Windows Filewall va chon “Advanced settings”



P Windows Firewall

Control Panel Home

Albow an app or feature

thmugh Windows Firewall
Q Change natificabion setfmags

Q Tum Windows Firewall on or
off

G Festare deflauls

Q Advanced sethings |
roubleshool my ne

See also
Secunty and Maintenance
Metwork and Shating Center

= =~ 4 @+ ControlPanel » System and Security » Windows Firewall

Help protect your PC with Windows Firewal|

w [ Search Control Panel

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Internet or a netwark.

. 9 Private networks

Connected (~

Metworks at home or work where you know and trust the people and devices on the network

Windows Fircwall state:

InComing connections:

Actree private netwarks:

Motification state:

. E Guest or public networks

on

Block all connections to apps that are not an the list

of allowed apps

¥ TmTR

Motify me when Windows Firewall blocks a new app

Not connected (~

Bué'c 2. Chon “Inbound Rules”




ﬂ Wanidowrt b

File  Action  Wew  Help

4 o | H [rm

By Connection Seourity Rules
» B Monitoning

1wath Advarsed Securly

Windowes Firewall with Advans ed Security on Local Computer

ﬂ Windorws Fawweall with Adwanced Seasty provides network. oty lor Windows compu

verciew

Zomsnin Prohle

w Wndows Frewead iz on

5 Inbound connections that do net maich a ne ane blocked
8 Cuthoursd conmectiore: that do not match & nie am slowsd
Privaate: Profile: s Active

H Windows Frerwal 15 on.

5 nbound connections that do net match a nde ane blocked
) Cuttoursd cormechors: thet do not match a rus s slowed
Public Profile

u ‘Windows Frewal 15 on.
5 nbsund connections that de ot match a nde ane blacked

n Cagbound connectors that do not match 8 nie are slowed.

B} Wi Frwrwad Propuntion

Getting Started

ks ¥

Buéc 3. Chon “New Rule..

=

B E @

Impat Palicy,.
Expeart Palicy...
Restore Default Policy
Dragraose f Repair
Wiew

Eefresh

Pregrerlies

Heln




W Wardows Firewall with Advanced Security - O E

File  Action  Wew  Help

o | 7 = HiM

@ e vt ] =
By Connection Seourity Rules O AnyDek Domain 3 Mew Rule,,

» M8 Monitoring @ AnyDek Privee ST Tilter by Profile [
@ AnyDiesk Puiblic
9 AnyDest Private || T Fitler by Slae ¥
@ AnyDiek Puibiliz T Filter by Group *
I? AnyDiesic Domzn Vi "
(" browser o Public §
8 beoweree Prevate @ Refresh
ﬂ broweser s Private Ij, Expeaart List..,
1) browver sxe Puahlic H Help
& Fiddiesfrony All
[v] Firedo (0P rogram Files (B3 bozila Fir.. Privata
ﬂ Fued e (0P regrarm Files (=B8N Mardla Fr_. Prreaie
@ Microsoft Lyne Private
@ Microsoft Lyne Private
8 Microscit Lyne Puiblic
@ Microsoft Lync Public
8 Microseht Lyne UsMagi Putilic
& Microsoft Lync UcMapi Public
@ Mizrosoft Lync UcMapi Private
& Mizroscht Lyne UsMagi Prrvate
@ Microsoft C¥fice Qutlook Private.
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Budc 4.: Chon “Custom va nhan Next*



ﬂ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall nule to create.

Sleps:
¢ Fus Type What type of rule would you like to create?
& Program
@ Protocol and Pors () Program
@ Scope Fule that controls connections for a program.
& Acbion ) Port
@ Profie Rute that controls cannectiens fora TCP or UDF port.
& Mame i) Predefined:
AllJoyn Router .
Buie that contmls connadfions for a Windows experience
(®) Custom
Custom rule.

Buéc 5: Chon All Programs va nhian Next



a Mew Inbound Rule Wizard

Program
Speciy the full program path and executable name of the program that this nule matches

Sleps:

Ruls Type Does this nule zpply to all programs or a specific program?

Program

Protocol and Pors (@) All programs
Rule applies to all connections on the computer that match ather rule properties.

o
o
o
& Scope
o
o
o

Action
() Thizs program path-
Profie
Browse. ..
farme Bample: ¢ \pathhprogram exe
% Programbiles ' \browser\browser exe

Specify which services this rule applies to.

<ok |[et> ]| o

Buéc 6. Giao dién s& hién nhu hinh dwéi, ban bAm “Next*



a Mew Inbound Rule Wizard

Prolocol and Porls
Specify the protocols and ports to which this nde applies.

Sileps:
® Fuie Type To which pors and pretocols does this rule apply?
& FProgram
& Protocol and Pors Protocol type: TCP 7
@ Scope Eratocsl rumbar AE
& Action
@ Profie Local port: Speciic Porls -
& MName |qqgg
Example: 80, 443, 5000-5010
Bemaote port: Al Pors i

Example: 80, 443, 5000-5010)

Intemet Control Message Profocol Customize
(ICMP) settings:

< Back

|

Buwéc 7. Ban click “Any AP Address” roi bAm “Next”



a Mew Inbound Rule Wizard

Scope
Speciy the local and remote P addresses to which this rule applies

Sleps
& Rule Type
@ Frogram Which local IP addresses does this nile apply to?
@ Protocol and Pors (®) Any IP address
& Scope () These IF addresses:
& Action Add...
& Profie =
Edit...
& MName
Bemove
Customize the interfface types to which this nule apples: Customize. ..
Which remote IP addresses does this rule apply to?
(@) Amy IP address
() These IF addresses:
Add...
Edit...
Remove

coock | [> ]|

Buwde 8: Ban click “Allow the connection®



ﬂ Mew Inbound Rule Wizard

Action
Speciy the action to be taken when a conneclion matches the condiions specified in the rule

Sleps
@ FRule Type Wiat action should be taken when 3 connection matches the specfied conditions 7
& Program
. i® Allow the connection
@ Frotocol and Porls This includes connections that are protected with IPzec as wel 33 thoss are not.
& Scope
= i) Allow the connection if it is secure
= o This ncludes only connections that have been authenticated by using IPsec. Conneclions
Profie will be secured using the seitings in IPsec propedies and rules in the Connection Security
Rute node.
& MName
Cugtomize

() Hock the connection

cpock | [ et ][ Cocn

Ban click “Allow the connection”

Buéc 9: Ban click vao cdc 6 nhu trong hinh roi bAm “Next



a Mew Inbound Rule Wizard

Profike

Sleps:

& Rule Type

& Frogram
Protocol and Pors
Scope

o

o

& Action
& Profie
o

Mame

Speciy the profiles for which this rule applies

When does this nule apply?

[+] Domain
Applies when a computer is connected to its comorste domain
Private
Applies when a computer is connecied to a private network location, such as a home
or work place
[ Public
Applies when a computer is connecied to a public network location,

cpock | [ et ][ Cocn

Bud'c 10: bBat tén ma ban thich & 6 “Name“




ﬁ Mew Inbound Rule Wizard

Name

Speciy the name and descrption of this e
Sheps:

@ Fule Type

& PFProgram

@ Protocol and Pors

& Scope Name:
Remote Deskip
& Action
& Profie Diescription {optional)
& MName

ke | [Fm ]| coce

Nhu vy 1a viéc cdu hinh m& port Remote Desktop da xong. Ban thir két n6i thit xem da
thanh cong hay chua nha?

Trén day 1a nhitng huéng dan bat Firewall va mé port cho Remote Desktop trén
Windows ma MaxServer mudn chia sé dén ban. Néu ban c6 bat ky thic mic nao hay
comment hodc giti email cho ching t6i dé dwogc giai dap nhé! Chic cdc ban thanh cong!

Online URL: https://huongdan.maxserver.com/article-167.html
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