Céach ki?m tra va x? ly file b? nhi?m virus b?ng
Imunify360
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Imunify360 duoc trang bi hé thong phat hién phan mém doc hai trén tai khoan hosting tién tién,
Imunify360 c6 khd ndng cai thién ty 1€ phit hi€n ma doc, virus... mang t61 mitc do an toan cao hon cho
cac blog/ website trén hosting.

Viao mot ngay dep trdi ndo d6, tw nhién thay website bi down va 18i khong vao duoc, rat c6 thé d6 1a hién
twong files bi nhiém virus do dung ma ngudn khong ban quyén, hodic bao mat thong tin tai khoan yéu.

Vi Hosting tai MaxServer dang sit dung Imunify360, nén khi phét hién files nao d6 bi nhiém virus, n6 s&
tw dong cdch ly hodc x6a, vi vy c6 thé khién website khong truy cap dugc.

1. Vao kiém tra Imunify360:

B?n ??ng nh?p vao cPanel qu?n ly Hosting c?a b?n va click vao Imunify360

SECURITY =

* N
m SSH Access IP Blocker ] L/TLS & Hotlink Protection Leech Protection
* *
NO SSLITLS Wizard \Ma, ModSecurity No SSLITLS Status a Two-Factor Authentication J{A‘ Imunify360

B?n s? th?y céc tab ch?c n?ng sau:

+ Files: Danh séach cac files ?ang b? nhi?m (Infected)

+ History: Xem 1?i I?ch s? t?t c? céc files b? nhi?m t? tr??c

+ Ignore list: Danh séch files bi nhi€m nhung ban da bo qua va khong x@ 1y/céach ly

+ Proactive Defense: Thiét 1ap xtt 1y tw dong khi phét hién file nhiém virus (Chon Kill Mode dé ty dong
x6a file khi nhiém virus)
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Detacted ¥

11 hours ago

2 days ago

2 days ago

2 days ago
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2. Tién hanh xit 1y:
+ Click vao nit s6 1 s& cho ta kiém tra lai code file bi nhiém

+ Click niit s8 2 s& tién hanh c4ch ly files bi nhiém vao viing an toan

File ¥

/home/

/home

/home

/home

/home

Ignore list Proactive Defense

oublic_html/wp-content/themes/flatsome/functions.php

public_html/wp-content/themes/flatsome-child/functions.php

public_html/wp-content/themes/twentynineteen/functions.php

‘public_html/wp-includes/post.php

public_html/wp-includes/wp-ved.php

+ Click s6 3 sé& c6 cac lya chon sau:

Reason ¥

Matched ‘black’ hash

SMW-INJ-04052-mlw.wp

SMW-INJ-04052-mlw.wp

SMW-INJ-06216-mlw.inj.bkdr

- Add to ignore list: Bo qua file d6 va khong x@ 1y nita (Khong nén dung)

Status v Actions

nfected

nfected

nfected

nfected

nfected

£ settings

- Delete permanently: Xéa files vinh vién (Néu khong thé phuc hoi nhw bude & dwdi thi nén ding)

- Try to restore clean version from backup: Phuc hoi files khong bi nhiém virus t* cic ban backup

trén hé thong (Nén dung)
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Malicious files (5)

WMalware detected by Imunify360

Timeframe ~ Status Search
Detected ¥ File Reason ¥ Status v Actions

11 hours ago /home public_html/wp-content/themes/flatsome/functions.php Matched ‘black’ hash Infected * .
Add to ignore list

2 days ago fhomes sublic_htmlswp-content/themes/flatsome-childfunctions.php SMW-INJ-04052-miw.wp
Delete permanently
Try to restore clean version from backu

2 days ago home public_ntml/wp-centent/themes/twentynineteen/functions.php SMW-INJ-04052-mlw.wp e P

2 days ago fhome public_htmlswp-includes/post.php SMW-INJ-06216-mlw.inj.bkdr Infected

2 days ago home public_ntml/wp-includesfwp-vcd.php SMW-5A-04813-wshll Infected

3. Lay lai cac ban backup trén hé thong

Trong truomg hop files bi nhiém virus va khong thé phuc hoi lai bing Imunify360, thi ban c6 thé doc
huéng dan d€ 14y lai dit liéu tit cdc ban Backup Hosting ¢ diy

Hy v?ng v?i h??ng d?n ? trén s? khi?n b?n ch? ??ng x? ly ???c tinh hu?ng. N?u c?n h? tr?, xin
vui long m? vé h? tr? ? ?ay
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