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Let’'s Encryptlagi ?

Let’'s Encrypt la m?t ch?ng ch? k? thu?t s? dung ?? kich ho?t HTTPS (SSL /
TLS) cho céac trang web ???c phat hanh vao ngay 12 thang 4 n?m 2016.
Mi?n phi, t? ??ng vam? la ba ??c tinh n?i b?t nh?t c?a Let’s Encrypt. B?t
c? ai s? h?u m?t tén mi?n c6 th? s? d?ng Let’s Encrypt ?? co ???c m?t


https://huongdan.maxserver.com/category-10.html

ch?ng ch? tin c?y, Let’'s Encrypt t? ??ng t??ng tac v?i cac ph?n m?m trén
may ch? ?? khéng gay ra xung ??t. Cac hinh ph??ng th?c phat hanh ho?c
giah?n ??u c?a Let’s Encrypt ???c cong khai ?? m?i ng??i c6 th? ap d?ng.

Bai vi?t sau ?ay c?a toi s? h??ng d?n cac b?n t?0 ch?ng ch? SSL Let's Encrypt
v?i Apache trén Ubuntu 14

I.Chu?n b?
1 VPS Ubuntu 14 ?a ??7?c cai Apache, tham kh?o link d??i ?ay

Xem h??ng d?n ? ?ay

II.TiI?n hanh

T6i s€ truy cap vao trang https://certbot.eff.org/ d€ 14y link download certbot-auto cai
dat Let’s Encrypt

Sau khi chon xong Apache va Ubuntu cdc ban s& thay link download


https://certbot.eff.org/

I'm using (Apache v) on (UbuntuM.Dd(trusty) v)

Apache on Ubuntu 14.04 (trusty)

automated

Install
Since it doesn't seem like your operating system has a packaged version of Certbot, you should
use our certbot-auto script to get a copy:

wget hitps://dl.eff.org/certbot-auto
chmod a+x certbot-auto

C4c ban download file d6 vé va bo trong thu muc /usr/local/sbin

# cd /usr/local/sbin
# wget https://dl.eff.org/certbot-auto

Gan quyén thyce thi cho tap tin certbot-auto dé c6 thé chay 1énh

# chnmod a+x /usr/ |l ocal/sbhin/certbot-auto

Tao chitng chi SSL cho Apache bing cich sit dung certbot-auto chiing ta g6 1énh sau



# certbot-auto --apache -d <tén domai n>

Néu mudn chitng chi SSL hop 1é cho nhiéu tén mién hodc tén mién phu, ta chi viéc khai
bao thém domain phu ding sau

Vi du: T61 c6 domain maxserver.com va wWww.maxserver.com

# certbot -
auto --apache -d nmaxserver.com-d www. nmaxserver.com

Sau khi g6 xong cai dit, ching ta cling s& can khai bdo mot s6 thong tin nhu sau

Pau tién mdy s& bit ching ta nhap dia chi email d&€ nhan thong bdo, nhap email va an
Enter

Tiép theo may sé& hdi chiing ta c6 dong ¥ v6i céc diéu khoan khong, néu dong y thi nhap A
va 4n Enter

Mady s& dwa cho chiing ta 2 Iya chon d€ thiét 1ap HTTPS, nhap s 1 hodc s6 2 roi an Enter


http://maxserver.com/
http://www.maxserver.com/

Dén diy may s& bdo da cai dit thanh cong HTTPS, mdy bdo chuyén huéng
file VirtualHost d€ chay SSL

Bay gi® chiing ta s& truy cap vao trinh duyét web v6i dia chi https:/ d€ xem két qua



Apache2 Ubuntu Default Page

uboty

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed at
this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Céc ban ciing c6 thé thi https & trang web nay

https://ww. ssl | abs. com ssl test/index. htm



@ QUALYS' SSL LABS Home Projects Qualys.com Contact

You are here: Home > Projects » SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never
will.

Hostname: | Submit|

| Do not show the results on the boards

Dién tén domain cta ban va 6 hostname va an submit



SSL Report: I

Assessed on: Fri, 10 Mar 2017 01:54:45 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate

Protocol Support

-

0 20 40 60 80

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate #1: RSA 2048 bits (SHA256withRSA)

I Server Key and Certificate #1

Subject Fingerprint SHA1: 81103884 1c0afef227db30ddbB0TTE0bSeeT 11c8
Pin SHA258: Tw\/1SMJIh7ARJtpFqeBbTWoxHHNzeK50DX dtd Ya JTE=

Common names

Alternative names

Valid from Fri, 10 Mar 2017 00:44:00 UTC

Valid until Thu, 08 Jun 2017 00:44.00 UTC (expires in 2 months and 28 days)
Key RSA 2048 bits (e 65537)

Weak key (Debian) No

ILe(s Encrypt Authority X3 I

AlA: nttp:/icert.int-x3_letsencrypt.ong

Issuer




II1.Thiét 1ap ty dong gia han

Gidy chitng nhan chitng chi c6 gi4 tri trong 90 ngay, nhung cic ban nén gia khoang 2
thdng 1 Ian d€ trdnh bi 16i khong mong mudn

# certbot-auto renew

B&i vi chiing ta viva méi cai dit nén khong thé nao hét han, khi nhap Iénh sé& hién thi nhu
sau

May s€ bdo khong phai gia han
Ching ta s& dung crontab dé chay 1énh ty dong

# crontab -e

M4y s& hoi ban mudn dung trinh soan thda nao dé sira file, & diy tdi chon 1a 2 trinh nano



Sau khi vao dwgc file ta thém dong sau vao

00 02 01 * * Jusr/local/sbin/certbot-
auto renew >> /var/log/l e-renew. | og

Luu va thoat, dong nay ¢ y nghia 12 02 gid 00 phit ngay 01 tat ca c4c thang bat ké thi
trong tudn ,s& chay 1énh certbot-auto renew va ghi vao file /var/log/le-renew.log

IIILKét
Dén day da két thiic bai huéng dan tao chitng chi SSI Let’s Encrypt v6i Apache trén

Ubuntu 14, hi vong ring v&i bai viét nay cic ban di c6 thé ty tao cho minh mdt chitng chi
SSL, hen gip lai c4c ban trong cdc bai viét ti€p theo. Chic céc ban thanh cong !
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