H??ng d?n quét Malware va Rootkits trén Linux
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Malware (t? ghép c?a malicious va software) la ph?n m?m ??c h?i, n6 la m?t lo?i
ph?n m?m h? th?ng do cac hacker t?o0 ra nh?m gay h?i cho cac may tinh.

Rootkit Ia ph?n m?m ho?c b? cdng ¢? ph?n m?m che gi?u s? t?n t?i c?a m?t
ph?n m?m khac ma th??ng la virus xam nh?p vao h? th?ng may tinh. Rootkit
th??ng ???c hacker dung sau khi chi?m ???c quy?n truy c?p vao h? th?ng may
tinh. N6 s? che d?u d? li?u h? th?ng, t?p tin ho?c ti?n trinh ?ang ch?y, t? ?0
hacker co th? vao h? th?ng may tinh ma khdng th? bi?t ???c.


https://huongdan.maxserver.com/category-10.html

Trong bai vi?t nay t6i s? gi?i thi?u cho cac b?n 3 ph?n m?m dung d?
guét Malware va Rootkit.

1. Chkrootkit.
2. Rkhunter.
3. ISPProtect.

1.Chkrootkit

Chkrootkit la ph?n m?m quét rootkit ki?u c¢?, n6 ki?m tra may ch? c?a b?n xem
nh?ng quy trinh rootkit ?ang ng? va so sanh v?i cac t?p rootkit ?a bi?t.

Cai ??t
N?u b?n ?ang dung Ubuntu ho?c Debian cac b?n co6 th? go I?nh sau:

# apt-get install chkrootkit

Ho?c c6 th? download qua trang web http://www.chkrootkit.org/ va cai ??t nh?
sau

# wget --passive-ftp ftp://ftp.pangei a.com br/pub/seg/ pac/

chkrootkit.tar.gz# tar xvfz chkrootkit.tar.gz# cd chkrootk
It-*/# make sense

??1 tén th? m?c thanh chkrootkit

# cd ..# mv chkrootkit-0.52/ /usr/local/chkrootkit

T?0 lién k?t ??n th? m?c bin

# In -s Jusr/local/chkrootkit/chkrootkit /usr/local/bin/ch
kr oot ki t


http://www.chkrootkit.org/

Va bay gi? hay ki?m tra may ch? c?a b?n b?ng I?nh:

# chkrootkit

Chuang ta c?ng c6 th? c?u hinh cho chkrookit t? ??ng lam vi?c b?ng crond va may
s? g?i thong bao vao email chung ta.

Tr??c khi c?u hinh t? ??ng ching ta c?n ph?i xac ??nh ???c ???ng d?n c?a
I?nh chkrootkit b?ng cach nh?p 1?nh d??i

# whi ch chkrootkit

Ch?y I?nh crontab

# crontab -e

Nh?p n?i dung sau vao file

0 3* * * [Jusr/sbin/chkrootkit 2>&1 | mail -s "chkrootkit
out put of ny server" you@ourdonmai n.con



May s? t? ??ng ch?y I?nh nay vao lac 3 gi? sang. Thay th? ??a ch? email b?ng
??a ch? email th?c c?a b?n.

2.Lynis

Lynis la cong c? ki?m tra an ninh ki?u ph? c?p va quét rootkit, nd th?c hi?n m?t
bai ki?m tra chi ti?t va nhi?u khia c?nh an ninh va c?u hinh c?a h? th?ng.

?? cai ??t Lynis cac b?n lam theo b??c sau

# cd /usr/local/# wyet https://cisofy.comfiles/lynis-2.4.
8.tar.gz# tar xvfz lynis-2.4.8. tar.gz# In -s /usr/local/ly
nis/lynis /usr/local/bin/lynis

Chung ta ch?y I1?nh sau ?? update phién b?n m?i nh?t

# lynis update info

Ch?y I?nh sau ?? b?t ??u quét

# lynis audit system

Ho?c ch?y I?nh quét nhanh

# lynis --quick



[z 2323224

Bay gi? chung ta s? ??t Lynis t? ??ng vao ban ?ém

# crontab -e

Thém dong sau vao d??i file



03 * * * Jusr/local/bin/lynis --quick 2>&1 | mail -s "lyn
I's output of ny server"” you@ourdomain.comn

?i?7u nay s? ch?y lynis vao 3.00h m?i ?ém. Thay th? ??a ch? email b?ng ??a ch?
email th?c c?a b?n.

3.ISPProtect

ISPProtect la ph?n m?m quét malware cho cac may ch? web. ISPProtect ch?a 5
cbng c? quét:
e May quét ph?n m?m ??c h?i d?a trén ch? ky.
e May quét ph?n m?m ??c h?i n?i ti?ng.
e M?t may quét ?? hi?n th? cac th? m?c cai ??t c?a h? th?ng CMS 1?i th?i.
e May quét hi?n th? t?t c? cac plugin WordPress ?a 1?i th?i c?a toan b? may
ch?.
e May quét n?i dung c? s? d? li?u ki?m tra cac c? s? d? li?u MySQL v? n?i
dung ??c h?i.

ISPProtect la ph?n thu phi, nh?ng c6é m?t b?n dung th? mi?n phi co th? ???c s?
d?ng ma khong c¢?n ??ng ky ?? ki?m tra né ho?c d?n d?p h? th?ng b? nhi?m.

ISPProtect yéu c?u PHP ???c cai ??t trén may ch?
Trén Ubuntu 16

# apt-get install php7.0-cli -y

Trén Centos

# yuminstall php -y

Cai ??t xong php ching ta s? cai ??t ISPProtect



# nkdir -p /usr/local/ispprotect# chown -R root:root /usr/
| ocal /ispprotect# chnod -R 750 /usr/local/ispprotect# cd /
usr/l ocal /i spprotect# wget http://ww. i spprotect.conl downl
oad/ispp_scan.tar.gz# tar xzf ispp_scan.tar.gz# rm-f ispp
_scan.tar.gz# In -s /usr/local/ispprotect/ispp_scan /usr/l
ocal / bi n/ i spp_scan

?7? b?t ??u quét ching ta ch?y I?nh

# ispp_scan

Dong ??u may s? h?i key ,n?u b?n mua key thi nh?p key con dung th? thi nh?p
‘TRIAL’

Dong th? hai may s? h?i b?n mu?n quét th? m?c nao, chdng ta s? nh?p vao th?
m?c ch?a code web



root@Mr: S t.Ir_}_::-‘r' ispp

K?t.

Trén ?ay toi ?a h??ng d?n cho cac b?n 3 ph?n m?m dung d? quét Malware va
Rootkit. H?n g?p 1?i cac b?n trong cac bai ti?p theo, chdc cac b?n thanh cong!
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