H??ng d?n phan quy?n t?p tin va th? m?c trén Linux
admin Sun, Apr 14, 2019 Cai Dit Co Ban & Huéng Dan 0 2210

| |

Trong linux, h? ?i?u hanh server ???c chia s? gi?a nhi?u user khac nhau,
vi?c phan quy?n cho t?ng user lar?t c?n thi?t ?? ??m b?0 an ninh, tinh b?0
m?t va tranh xung ??t gi?a cac user v?i nhau

I.C?u tric c?am?t t?p tin, th? m?c

Chung ta s? cung xem c?u tric c?a m?t t?p tin, th? m?c, ching ta go 1?nh sau:

# |s -al
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Y ngh?a c?at?ng ch? s?

—IW-I——I—— Mar 21: .autof=ck
—I'W-I——I—— Dec 11: .autorelabel
dr-xr-xr-x. | Mar 21: bin

o T i 4 Dec 11:28 boot

~—— Ngay thang tac ra file wa tén file

Dung luong cia file/folder

Tén group =& hiu

Té&n user s& hitu

Hard link, thé hig&n nhidy file hodc thu muc

- Cac chi =6 phan quyén
Loai file {chif d nghia 14 thu muc)

II.Ph&n quy?n cho t?p tin vath? m?c
Linux c6 3 quy?n c? b?n c?a 1 user va group ?0 la

e 1 (read) — quy?n ??c file/folder

* w (write) — quy?n ghi/s?a n?i dung file/folder

e X (execute) — quy?n th?c thi (truy c?p) th? m?c. ??i v?i th? m?c thi b?n
c?n ph?i c6 quy?n execute thi m?i dung I?nh cd ?? truy c?p vao ???c



e — (Deny) — Khong co6 quy?n

Cac quy?n nay c?ng ???c ?anh s? nh?t ??nh

r (read) — ???c bi?u di?n b?ng s? 4.

w (write) — ???c bi?u di?n b?ng s? 2.

X (execute) — ???c bi?u di?n b?ng s? 1.
— (Deny) — ???c bi?u di?n b?ng s? 0

C?u trac ch? s? phan quy?n

-IrW-r——r-—-— 1 root root 15 Mar 6 22:50 testl
-IWXI—-Xr-x 1 root root 19 Mar 6 22:50
~ZWXIW-XW- 1 root root 20 Mar 6 22:50
I L OTHER
= GROUP
= OWNER

e owner: Quy?n c?a user ma ch? s? h?u c?a file nay.
e group: Quy?n c?a nh?ng users thu?c group ma ch? s? h?u c?a file nay.
e other: Quy?n c?a t?t c? cac user khac trén may.

Nhin hinh phia trén , cac b?n co th? ??c ??7?c thong s? file testl nh? sau
e owner cO quy?n r+w+- = 4+2+0 =6
e group c6 quy?n r+-+-=4+0+0=4
e other co quy?n r+-+-=4+0+0 =4
Thong s? file test2 nh? sau
e owner cO quy?n r+w+x = 4+2+1 =7

e group cO quy?n r+-+x =4+0+1 =5
e other cO quy?n r+-+x =4+0+1=5



Thong s? file test3 nh? sau

e owner cO quy?n r+w+x = 4+2+1 =7
e group cO quy?n r+w+- =4+2+0 =6
e other co quy?n r+w+- =4+2+0=16

Ch? s? phan quy?n c?a 3 file s? la test1=644, test2=755, test3=766
?? c6 th? thay ??i cac ch? s? phan quy?n nay ta s? d? d?ng |?nh chmod

# chnod <tuy ch?n> <ch? s? phan quy?n> <tén t?p tin/th? m
?c>

Cac tuy ch?n

e -v : Hi?n th? bao cao sau khi ch?y I?nh, m?i I?n ??i quy?n la hi?n th? m?t
1?n

e -c : Gi?ng nh? trén, nh?ng ch? hi?n khi n6 ?a lam xong t?t c?.

e -R: Ap d?ng luén vao cac file/folder n?m bén trong folder ???2c phan
quy?n (ch? ap d?ng cho th? m?c)

Vi d?: B?n mu?n phan quy?n cho file testl

# chnod 777 testl <C?p quy?n truy c?p ??y ?? cho nRi ??i t
??ng ng??i dung. >

# chnmod 775 testl <C?p quy?n truy c?p ??y ?? cho ch? h? th
?ng va nhém qu?n tr?, ??i t??ng ng??i dung ch? c6 quy?n ??
c (read) va ch?y (execute) file.>

# chnod 755 testl <C?p quy?n truy c?p ??y ?? cho ch? h? th
?ng, ch? cho phép nhom qu?n tr? va ??i t??ng ng??i dung ??
c va ch?y cac file trong th? nfc.>

# chnod 700 testl <Ch? c?p quy?n truy c?p ??y ?? cho ch? h
? th?ng va ch?n truy c?p v?i ni ??i t??ng khéac. >

# chnod 500 testl <Khdong cho phép nhém qu?n tr? va ng??i d
ung truy c?p vao file trong th? nf?c, ??ng th?i gi? h?n qu
y?n ch? h? th?ng ch? ??c va ch?y ?? tranh xbéa va thay ?7?i
cac file trong th? nPc nay. >

# chnmod 660 testl <Cho phép ch? h? th?ng va nhém qu?n tr?
??c, s?a, x6a va ghi d? |i?u vao file, nh?ng khéng phan qu



y?n truy c?p cho nh?ng ng??i dung khac. >

lll.Thay ??i ch? s? h?u cho t?p tin vath? m?c

- rw-r—--r-- 1 root root 15 Mar 6 22:50 testl
—rWXYr—-Xr-x 1 root root 19 Mar 6 22:50
—rWXYW-XW- 1l root root 20 Mar 6 22:50

USER _I I—GROU r

M?c ??nh t?p tin va th? m?c ??u c6 user group riéng c?a no, n?u b?n mu?n thay
??i b?n s? dung I?nh chown

# chown <tuy ch?n> <tén user>:<tén group> <tén t?p tin/t
h? nfc>

Céac tuy ch?n

e -v : Hi?n th? b&o cao sau khi ch?y I1?nh, m?i I?n ??i ch? s? h?u la hi?n th?
m?t 1?n

e -c : Gi?ng nh? trén, nh?ng ch? hi?n khi nd ?a lam xong t?t c?.

e -R : Ap d?ng luén vao céc file/folder n?m bén trong folder 2?2c ??i ch?
(ch? &p d?ng cho th? m?c)

Vi d?: B?n mu?n thay ??i ch? s? h?u cho file testl

# chown paste: paste testl <Thay ??i c? user va group cho
test1>

# chown paste testl <Thay ?7?i user cho test1>

# chown :paste testl <Thay ?7?i group cho testl1>



K?t
Hi v?ng r?ng v?i bai vi?t nay c?a minh cac b?n ?& co th? hi?u rd h?n v? cach

phan quy?n cho t?p tin va th? m?c. H?n g?p I?i cac b?n trong cac bai ti?p theo.
Chdc cac b?n thanh céng !
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