H??ng d?n cai ??t va c?u hinh csf trén centos 7(B?0 v?
VPS)
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CSFLAGI?

CSF (ConfigServer & Firewall) la 1 goi ?ng d?ng ho?t ??ng trén Linux nh? 1
Firewall ???c phat hanh mi?n phi ?? t?ng tinh b?0 m?t cho server (VPS va
Dedicated). CSF ho?t ??ng d?a trén iptables va ti?n trinh |df ?? quyét céac file log
?? phat hi?n cac d?u hi?u t?n cong b?t th??ng.

CSF s? giup server c?a b?n:

- Ch?ng DoS céc lo?i

- Ch?ng Scan Port

- ??a ra cac |1?i khuyén v? vi?c c?u hinh server (VD: Nén nang c?p MySQL Ién
b?n m?i h?n)

- Ch?ng BruteForce Attack vao ftp server, web server, mail
server,directadmin,cPanel...

- Ch?ng Syn Flood

- Ch?ng Ping Flood

- Cho phép ng?n ch?n truy c?p t? 1 qu?c gia nao ?6 b?ng cach ch? ??nh Country
Code chu?n ISO

- H? tr? IPv6 va IPv4

- CHo phép khoéa IP t?m th?i va v?nh vi?n ? t?ng m?ng (An toan h?n ? t?ng ?ng
d?ng ) nén webserver ko ph?i m?t nh?c x? ly yéu c?u t? cac IP b? c?m n?a

- Cho phép b?n chuy?n h??ng yéu c?u t? cac IP b? khda sang 1 file html ??
thdng bao cho ng??i dung bi?t IP c?a h? b? khoa

-Va r?t nhi?u tinh n?ng khac, cac b?n t? tim hi?u thém

B??c 1. Cai ??t cac goi c?n thi?t ?? ch?y csf

# yum install wget vim perl-libwww-perl.noarch perl-Time-HiRes -y

B??c 2: T?i v? vacai ??t csf
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T?0 1 th? m?c ?? ch?a file cai ??t

# mkdir /download
# cd /download/

Download file cai ??t c?a csf

# wget https://download.configserver.com/csf.tgz

Doawload xong ta gi?i nén file v?a t?i v?

# tar -xvf csf.tgz

Ta dung I?nh sh ?? cai ??t

# cd csf
# sh install.sh

N?u xu?t hi?n cac dong sau la b?n ?a cai ??t thanh céng

Adding current SSH session IP address to the csf whitelist in csf.allow:

Adding 14.160.38.66 to csf.allow only while in TESTING mode (not iptables
ACCEPT)

*WARNING* TESTING mode is enabled - do not forget to disable it in the
configuration

‘Ifd.service’ -> ‘/usr/lib/systemd/system/Ifd.service’

‘csf.service’ -> ‘lusr/lib/systemd/system/csf.service’

Created symlink from /etc/systemd/system/multi-user.target.wants/csf.service to
/usr/lib/systemd/system/csf.service.

Created symlink from /etc/systemd/system/multi-user.target.wants/Ifd.service to
/usr/lib/systemd/system/Ifd.service.

Removed symlink /etc/systemd/system/dbus-
org.fedoraproject.FirewallD1.service.

Removed symlink /etc/systemd/system/basic.target.wants/firewalld.service.
‘letc/csf/cstwebmin.tgz’ -> ‘/usr/local/csf/csfwebmin.tgz’


https://download.configserver.com/csf.tgz

Installation Completed

??n ?ay cac b?n truy c?p vao th? m?c /usr/local/csf/bin va ch?y file csftest.pl ?7?
ki?m tra xem ho?t ??ng c?a cfs

# cd /usr/local/csf/bin

# perl csftest.pl

[root@maxserver bin]# perl csftest.pl

Testing ip_tables/iptable_filter...OK
Testing ipt_ LOG...OK

Testing ipt_multiport/xt_multiport...OK
Testing ipt REJECT...OK

Testing ipt_state/xt_state...OK
Testing ipt_limit/xt_limit...OK

Testing ipt_recent...OK

Testing xt_connlimit...OK

Testing ipt_owner/xt_owner...OK
Testing iptable nat/ipt REDIRECT...OK
Testing iptable nat/ipt. DNAT...OK

RESULT: csf should function on this server

B??c 3: C?u hinh CSF
Tr??c khi b??c vao qua trinh c?u hinh CSF, ?i?u ??u tién b?n ph?i bi?t la
"CentOS 7" c6 m?t ?ng d?ng t??ng |?a m?c ??nh g?i la "firewalld". B?n ph?i

ng?ng firewalld va lo?i b? nd t? khi kh?i ??ng.

# systemctl stop firewalld
# systemctl disable firewalld

Sau ?0 vao th? m?c c?u hinh CSF "/ etc / CSF /" va ch?nh s?a cac t?p tin
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"csf.conf" :

# nano /etc/csf/csf.conf

Thay ??i dong 11 "TESTING" thanh "0" ?? &p d?ng cac c?u hinh t??ng I?a.
Sau khi thay ??i xong g0 I?nh sau ?? kh?i ??ng csf
# systemctl start csf
# systemctl start Ifd
Cho ch?y cung h? th?ng
# systemctl enable csf
# systemctl enable Ifd
Céc t?p tin c?u hinh chinh
e csf.conf - cac t?p tin c?u hinh chinh, n6 cé y ki?n h?u ich ?? gi?i thich
nh?ng gi m?i tuy ch?n nao
e csf.allow - m?t danh sach cac ??a ch? CIDR c?a IP va ph?i luén ludn ??7?c
phép théng qua cac b?c t??ng I?a
e csf.deny - m?t danh sach cac ??a ch? CIDR c?a IP va khong bao gi? ???c
phép thdng qua cac b?c t??ng I?a
e csf.ignore - m?t danh sach céac IP va ??a ch? CIDR r?ng LFD nén b? qua
va khdong ng?n ch?n n?u phat hi?n

C?u hinh trong t?p tin csf.conf

# nano /etc/csf/csf.conf

M? port

Cho phép cac c?ng TCP ??n



# Allow incoming TCP ports
TCP_IN ="20,21,22,25,53,80,110,143,443,465,587,993,995"
Cho phép cac c?ng TCP g?i ?i
# Allow outgoing TCP ports
TCP_OUT ="20,21,22,25,53,80,110,113,443,587,993,995"
Cho phép cac c?ng UDP ??n
# Allow incoming UDP ports
UDP_IN ="20,21,53"
Cho phép cac c?ng UDP g?i ?i
# Allow outgoing UDP ports
# To allow outgoing traceroute add 33434:33523 to this list
UDP_OUT ="20,21,53,113,123"
Ch?n ping
Cho phép PING ?7?n, thay ??i gia tr? 1 ho?c 0 ?? ch?n
# Allow incoming PING
ICMP_IN ="1"
??tt?c ?? ping ??n
?? vO hi?u hda gi?i h?n t?c ?? thi?t [?p ?? "0"
# Set the per IP address incoming ICMP packet rate

# To disable rate limiting set to "0"
ICMP_IN_RATE ="1/s"



Cho phép PING ?i, thay ??i gia tr? 1 ho?c 0 ?? ch?n

# Allow outgoing PING
ICMP_OUT ="1"

??t t?c ?? ping ?i

# Set the per IP address outgoing ICMP packet rate (hits per second
allowed),

#e.g."1/s"

# To disable rate limiting set to "0"

ICMP_OUT_RATE ="0"

Thi?t [?p v?0 v? ch?ng DOS

B?n c6 th? ch? ??nh s? 1??ng cho phép k?t n?i trén m?i c?ng trong kho?ng th?i
gian c?ay thich c?a b?n

PORTFLOOD = "port;protocol;hit count*;interval seconds"
VD:
PORTFLOOD = "22;tcp;5;300,80;tcp;20;5"

1. N?u c6 nhi?u h?n 5 k?t n?i ??n tcp port 22 trong vong 300 giay, thi sau ?6
ch?n ??a ch? IP t? port 22 cho it nh?t 300 gidy sau khi cac goi tin cu?i cung ???c
nhin th?y, t?c la khéng c6é m?t k?t n?i nao ??n trong th?i gian 300 giay thi ch?n
s? ?cd?b?

2. N?u c6 nhi?u h?n 20 k?t n?i ??n tcp port 80 trong vong 5 giay, thi sau ?6 ch?n
??a ch? IP t? port 80 cho it nh?t 5 giay sau khi cac gdi tin cu?i cung ???c nhin
th?y, t?c la khdng cé m?t k?t n?i nao ??n trong th?i gian 5 giay thi ch?n s? ?c d?
b?
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